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YEAR 0F 2004 

Dear Sir / Madam,

please find enclosed the National Report of the Personal Data Protection Inspectorate of the Republic of Slovenia (the national supervisory body for data protection of the Republic of Slovenia) regarding the protection of individuals with regard to the processing of personal data and privacy. Since this is the first Report of the Republic of Slovenia as a Member State of the European Union in this respect, we included the description of the case law from the years 1992-2003 shows the development of the data protection in the Republic of Slovenia. Further case law cannot be easily understood without the context of previous case law, also the interpretation of the Personal Data Protection Act of the Republic of Slovenia of 2004 that represents the full harmonisation with provisions of Directive 95/46/EC depends to a certain degree upon it. We think that this case law could therefore be needed for contextual purposes.
I. GENERAL INTRODUCTION

a)  Constitutional arrangement of protection of personal data in the Republic of Slovenia

The constitutional basis for adoption and contents of the Personal Data Protection Act of the Republic of Slovenia (of 2004) is Article 38 of the Constitution of the Republic of Slovenia dated 23 December 1991 (last amended on 23 June 2004), which stipulates:

"The protection of personal data shall be guaranteed. The use of personal data contrary to the purpose for which it was collected is prohibited.

The collection, processing, designated use, supervision and protection of the confidentiality of personal data shall be provided by statute.

Everyone has the right to acquaint himself/herself to the collected personal data that relate to him and the right to judicial protection in the event of any abuse of such data.".

Equally, the constitutional basis for adoption of the Personal Data Protection Act in terms of the membership of the Republic of Slovenia in the European Union is laid down by the third paragraph of Article 3.a of the Constitution of the Republic of Slovenia, which stipulates:

"Legal acts and decisions adopted within the framework of international organisations to which Slovenia has transferred the exercise of part of its sovereign rights shall be applied in Slovenia in accordance with the legal regulation of these organisations.".

From a general systemic viewpoint, the provisions of Article 38 of the Constitution of the Republic of Slovenia mean that the framers of the Constitution chose the so-called "processing model" in relation to the regulation of protection of personal data, and not the so-called "misuse model", since that Article of the Constitution lays down general rules regulating appropriate (lawful) processing of personal data on the statutory level, and does not state the principled freedom of processing of personal data that can only exceptionally be explicitly restricted by statute.

The second paragraph of Article 38 of the Constitution of the Republic of Slovenia lays down an obligation to regulate by statute the collection, processing, designated (purpose related) use, supervision and protection of the confidentiality of personal data. Specifically, this means not only the obligation to regulate the protection of personal data in a general (systemic) Personal Data Protection Act, but also the possibility of dealing with these issues in sectoral statutes (laws) that must also take account of the provisions of Article 38 of the Constitution of the Republic of Slovenia, and must therefore ensure an appropriate level of protection of personal data comparable to the provisions of the Personal Data Protection Act. Of course, the second paragraph of Article 38 of the Constitution of the Republic of Slovenia does not mean at all that all legal relations must be fully regulated in sectoral statutes in terms of protection of personal data. Firstly, because in the event of possible legal gaps in sectoral statutes, the provisions of the general (systemic) Personal Data Protection Act apply and prevail; secondly, because the Personal Data Protection Act or sectoral statutes define exceptions from the general regulation of protection of personal data, such as in cases of concluding contracts among private individuals. 

The question of protection of personal data in the Republic of Slovenia was already posed as a constitutional-legal issue in the year of 1969 when the then Constitutional Court of the Socialist Republic of Slovenia sent a request for a review of constitutionality to the former Constitutional Court of Yugoslavia  - concerning the decision of the then Federal Institute for Statistics of SFR Yugoslavia for obligatory collection of supposedly statistical data (school education and occupation of individuals, the body or organisation in which they were employed, the level of their income from individual sources, the number of members of their household and their incomes, and holiday homes and motor vehicles owned by individuals and members of their households) directly from individuals in connection with their incomes. The Constitutional Court of Yugoslavia decided in 1971
 that "The Acting Director of the Federal Institute for Statistics was not entitled through his decision on collection of data on payers of contributions from joint revenues of residents for 1968 (Official Gazette of the SFRY, No. 55/68) to order the collection of data on payers of contributions from joint revenues of residents for 1968." and: "During the procedure and at the public hearing, it was found that on the basis of the acting director's decision, data were collected and processed relating to contributions from joint incomes of residents, thereby raising the question of the possibility and need to publish collected statistical data. The Court did not get involved in this issue, because in its opinion to do so would exceed its powers. Whether the data mentioned shall be published or do accurately reflect the state of affairs, whether they are useful and other issues pertaining to publication should be a matter of special review and a special decision. But it clearly follows from the position of the Constitutional Court of Yugoslavia that these data were collected pursuant to acts that were not lawful.".

After this Decision theoretical debates and scholarly contributions developed in the then Socialist Republic of Slovenia concerning the need to regulate personal data protection as a separate field of the right to privacy. For example, the terminology of personal data protection in Slovene language was well established already in 1984 and is mostly still applied today in Slovene legislation and case law.

Following these debates the Assembly of the Socialist Republic of Slovenia adopted on 27 September 1989 Amendment XLIV
 to the (1974) Constitution of the Socialist Republic of Slovenia, which was actually inserted as a new constitutional provision between Articles 209 and 210 of the Constitution, and which for the first time defined on a constitutional level the right to personal data protection:

"1. The protection of personal data shall be guaranteed. The collection, processing and designated use of personal data shall be defined by statute. The use of personal data in contravention of the purpose of collection shall be prohibited.

2. This Amendment supplements Chapter IV of the second part of the Constitution of SR Slovenia.".

The seventh sub clause of the first clause of Amendment LXVII to the Constitution of SR Slovenia, which was adopted on the same date as Amendment XLIV, stipulated that the Assembly of the SR Slovenia regulates the protection of personal and other data by statute.

Following Amendment XLIV to the Constitution the first Personal Data Protection Act of the Republic of Slovenia was adopted in 1990, following several legislative projects in this respect that were "on the table" at least since 1983 in the then Socialist Republic of Slovenia. Republic of Slovenia was therefore the only state of former Yugoslavia that regulated data privacy. This Act started to operate de facto at the end of 1991 (after police and defence legislation were partially harmonised with it) and more in 1992, when the first Personal Data Protection Inspector started to perform his supervisory functions. 
On 24 October 1995, the European Union adopted Directive 95/46/EC on the protection of individuals with regard to the processing of personal data and on the free movement of such data, through which it regulated both protection of personal data and free movement of personal data within the European Union, which had to be done at the level of the European Union in order to enable the free movement of goods and services and to ensure at least approximately the same level of protection of personal data in all of the Member States of the European Union.

Some discussions within the Republic of Slovenia concerning the implementation of this Directive in the legal order of the Republic of Slovenia started already in 1996, while the Draft of the Directive 95/46/EC as of 1990 was already unofficially translated in Slovene language in 1992. 

In 1999 the National Assembly of the Republic of Slovenia (the Parliament) adopted the new Personal Data Protection Act that was mostly harmonised with the Convention for the Protection of Individuals with regard to Automatic Processing of Personal Data of 1981
 that was ratified by the Republic of Slovenia on 25 January 1994. In 2001 this Act was amended with an aim to harmonising it with provisions of Directive 95/46/EC. An important feature of this amended Act (status of 2001) was that it regulated two bodies concerned with the data protection supervision in the Republic of Slovenia - the Human Rights Ombudsman and the Personal Data Protection Inspectorate of the Republic of Slovenia as a body within the organisation of the Ministry of Justice of the Republic of Slovenia. The Human Rights Ombudsman was proclaimed by this amended Act to be the independent supervisory institution for personal data protection but it had no direct (concrete) powers to perform this supervision. While on the other hand the Personal Data Protection Inspectorate of the Republic of Slovenia had direct powers of supervision concerning personal data protection, but it was not independent per se - its decisions and rulings (of first instance) could be appealed to the Minister of Justice (second instance) who could amend them, quash them or return to the Inspectorate. The right to judicial review was provided for aggrieved parties for lodging administrative disputes before the Administrative Court of the Republic of Slovenia (a specialised branch of jurisdiction / a specialised court for administrative law matters) and appeals could be filed before the Supreme Court of the Republic of Slovenia (the Administrative Law Department). 
b) Case law in the period of 1992-2003
Summarily it can be stated that the principal actor in creation and establishing of case law concerning the protection of personal data in the Republic of Slovenia in the period of 1992-2002 was the Constitutional Court of the Republic of Slovenia. In 1992
 it quashed a provision in the rules for issuing identity cards, due to the lack of statutory basis - obligation for producing fingerprints of an individual were not stated in the Act on Identity Card, but in the by-law - rules issued for this obligation. This provision was declared to be unconstitutional and unlawful.  

In 2000 the Constitutional Court decided
 that some provisions of the Act on the Radio Television of Slovenia are unconstitutional, because they allow for disproportionate collection and use of personal data for purposes of obligatory payments of subscription to (public) Radio Television of Slovenia. It explicitly stated: "The right to privacy of the individual ends only then and there, where it collides with statutorily attested stronger interest of others.". 
In 2002 the Constitutional Court also decided
 that the provisions of Act on the Central Register of Population concerning the processing of the standardised personal registration number (acronym EMŠO in Slovene language) which every citizen of the Republic of Slovenia receives obligatorily by the state are not unconstitutional. It stated that the standardised personal registration number does not pose such danger that it could not be required to be processed by the state. It was also stated that there is no special danger due to the fact that the filing system, in which this number is obligatorily included (the Central Register of Population) is managed by the Ministry of Interior, since there are other appropriate safeguards in the then Personal Data Protection Act of 1999/2001 (prohibition of the applying the same connecting codes for acquiring personal data from filing systems of public security, national security, defence…).  It was also stated that in cases when data privacy is involved, the proper standard for the constitutional review of legislation that regulates this sensitive area is strictness and precision. The test of proportionality was applied. 
In 2002 the Constitutional Court also reviewed the constitutionality of the Census Act for 2001 and decided
 that the question in the population census about the religious confession of an individual is not unconstitutional encroachment on the rights for separation of state and religious communities (Article 7 of the Constitution), freedom of conscience (Article 41 of the Constitution), the right to privacy (Article 35) and the right to protection of personal data (Article 38). Individuals who should provide such a statement had the right to refuse such a statement and statements on absent persons, younger than 14 years could only be provided by their written consent. However, it also decided that the data collected by the census for statistical purposes cannot be used for other - administrative purposes. 
Other decisions of the Constitutional Court are not mentioned here, for example concerning taxes related personal data, since they follow the described pattern of the Constitutional Court's decision-making and argumentation. 
In 2002 the Supreme Court confirmed
 the conviction of an official person for the abuse of personal data (Article 154 of the Criminal Code) and it also provided an interpretation of this criminal offence in relation to the Personal Data Protection Act. 
In the year of 2003 Constitutional Court adopted an important Decision concerning patient's access to his health data. It was decided
 that in some specific circumstances this right can be denied when it is urgent for averting the harmful consequences for the patient's health status. The test of proportionality was applied. 

There are some more decisions of courts of regular and specialized jurisdiction on personal data protection, but since they have not stated really important principles of data protection, they shall not be presented in this Report. 
II. 
MAIN DEVELOPMENTS IN THE REPUBLIC OF SLOVENIA IN THE YEAR OF 2004 
a) Implementation of Directives 95/46/EC and 2002/58/EC and other legislative developments

Around May 2003 detailed discussions started with the appropriate body of the European Commission (with the then Media and Data Protection Unit DG Internal Market) concerning the proper harmonisation of the Slovenia's Personal Data Protection Act with provisions of Directive 95/46/EC. Drafting of amendments to the existing Act of 1999 started in July 2003 at the Ministry of Justice of the Republic of Slovenia and in November 2003 a decision was reached that an entirely new Personal Data Protection Act is needed for proper harmonisation with the Directive 95/46/EC. The provisions of the Draft Act were drafted by the experts of the Ministry of Justice and the Inspectorate for Personal Data Protection of the Republic of Slovenia. Then the Draft Act was submitted to interdepartmental (interministerial) consultations and to the opinion of the Legislation Service of the Government at the beginning of March 2004, continuously discussed in details with the appropriate body of the European Commission, and also the Human Rights Ombudsman and the Commissioner for Access to Information of Public Character submitted opinions. On 25 March 2004 the Government of the Republic of Slovenia submitted the Draft Personal Data Protection Act to the National Assembly of the Republic of Slovenia, where the Draft Act went through three readings and was adopted on 15 July 2004
. It entered into force on 1 January 2005. 
In the meantime the Republic of Slovenia became a Member State of the European Union on 1 May 2004.   

The main purpose of the new Personal Data Protection Act of the Republic of Slovenia was harmonisation with provisions of Directive 95/46/EC, which was achieved by the adoption of this Act. 
The new Act abolishes any appeal jurisdiction or influence of the Ministry of Justice on the supervision in field of personal data protection, the current Inspectorate for Personal Data Protection of the Republic of Slovenia transitionally remains within the organisation of the Ministry of Justice, but performs already most of the jurisdictions and powers of the independent data protection supervisory authority (with the exception, for example, the direct access to the Constitutional Court). The new State Supervisory Body for Personal Data Protection, into which the Inspectorate should be transformed, should start to operate fully as an independent body (outside the Ministry of Justice) on 1 January 2006. The independent Human Rights Ombudsman retained some advisory functions and supervisory function over the work of the State Supervisory Body for Personal Data Protection.
The Act distinguishes a bit between the processing of personal data in public sector and in private sector. 

Other important features of this Act is sectoral (specific area) regulation of video surveillance, biometrics, direct marketing, public books (registers), lists of visitors, expert supervision and linking (interconnecting) of filing systems. 
Decision-making on transfers of personal data to third countries and decision-making on whether third countries ensure an adequate level of protection of personal data is within the jurisdiction of the Inspectorate. 
Also, it is within the jurisdiction of the Inspectorate to manage the register of filing systems, currently the Ministry of Justice still provides technical aid for its managing. 
Concerning the Directive 2002/58/EC it can be stated that it was implemented by the Electronic Communications Act
 that was adopted on 9 April 2004 and entered into force on 1 May 2004. Chapter X of this Act mostly regulates the protection of personal data, privacy and confidentiality in electronic communications. The transitional provision of the new Personal Data Protection Act abolished the standardised personal registration number (acronym EMŠO in Slovene language) from the provisions of the Electronic Communications Act on phone directories, since due to the mistake of the legislator it was obligatory to publish it in phone directories. Also, since tax number was already stated in provision of this Act to be collected and processed for the use of payments of phone bills, it was assessed that then the processing of the standardised personal registration number by providers of electronic communications services for payments of phone bills would be disproportionate and subsequently the standardised personal registration number was abolished from the Electronic Communications Act also due to that reason.
b) Major case law

Important decisions of the Inspectorate for Personal Data Protection of the Republic of Slovenia in 2004 concerned several areas. 

For example in the case of the Bank of Slovenia (the central bank), the Inspectorate prohibited the publication on the internet of the register of banking accounts, until the so called data tracking (to whom the transfers of data are made, which data were transferred, on what legal basis and when) shall be guaranteed. Data concerned were obligatorily transferred from business banks, which sent data on their clients - the information on natural persons such as name, surname, address, tax registration number, the number of the account, etc.; this register was therefore composed/established from bank accounts that are opened in business banks. The purpose of this register available via internet to anyone, regardless of any showing of legal interest or use of password, was supposedly easier enforcement of civil judgments and easier acquiring of data for actions of private parties before courts. However, this purpose was not explicitly stated in the Act in question. The Ministry of Justice, who was then still competent for solving appeals, changed the decision of the Inspectorate and prohibited any processing of personal data of natural persons in this register on internet, due to non-existence of the statutory purpose of processing them. Articles 2 (b), 6, paragraph 1, (b) and 5 (b) of the Directive 95/46/EC were used as an argument in this second Decision. The constitutionality of the publication of this register on the internet is currently also being decided by the Constitutional Court.
Another important case for the Inspectorate in 2004 was the case of tax administration - the Inspectorate prohibited the use of improper envelopes for sending decisions on tax liability to tax subjects (natural persons), since they were so transparent, that the contents from envelopes could be read by using the usual light. It was also decided that the data controller (the tax administration) is not relinquished of its liability for legal processing of personal data, just due to the fact that it has concluded a contract on contractual processing with the processor. The Inspectorate also issued a proposal for minor offence proceedings against the responsible person within the tax administration to the minor offence judge. Appeal by the tax administration to the Ministry of Justice was unsuccessful; in its Decision the Ministry also quoted the Directive 95/46/EC on processor.
Even some lectures or non-binding opinions by the Acting Chief Personal Data Protection Inspector had some effect in public. His lecture from December 2003 to the Police resulted in the end of practice of Police for publicising personal data on natural persons in cases of criminal denunciations. There were some strong disapproving reactions by the media. However, the Inspector stated that it is possible to publicise such personal data in case, if the expert public opines that such publication is needed and that in such case it should be precisely regulated in legislation, with taking in due account specific circumstances, like the right to the presumption of innocence.
The similar effect was achieved by his public statement in 2004 concerning the practice of some courts of publication of personal data of parties in court proceedings on internet by the courts. The practice was mostly stopped and the Courts Act was therefore changed accordingly in 2004, allowing for limited publication of such personal data. As a result, only a name and a surname of a party to a judicial proceeding (only for those proceedings that are not closed from the public) can be now published on a court board and they may also be published in electronic form in such manner as will make them accessible to the public (not necessarily on internet). It is also provided that the name and surname of a judge or a Chairman of the court panel shall be published in the same manner - in relation to the specific court case that she/he is adjudicating upon. Besides that the reference number of the case shall be published and general description of the matter, date and time of the beginning of the hearing or session and locality and place about which the parties to judicial proceedings should be informed. 
c) Major specific issues

The biggest issue where slow progress in the area of protection of personal data is shown, is the health sector - security of health personal data (which are sensitive data according to the Personal Data Protection Act). However, cooperation of the Inspectorate with appropriate health institutions in the area of information technology might accelerate this progress. On the other hand it can be stated as a positive aspect, that the processing of personal data in the health sector is regulated quite in details by the health legislation.
Currently, another important issue is insufficient number of Inspectors for Personal Data Protection, but this should be remedied in the near future.
Important projected activities for the future are preparations of sectoral guidelines for certain kinds of processing of personal data, like video surveillance and recommendations for processing of health data in the health sector. 
There are also significant preparations in the Republic of Slovenia concerning the personal data protection and the Schengen acquis. 

New developments, especially in the year of 2004, were some conflicts on practical and theoretical level between the right to personal data protection (Article 38 of the Constitution) with the right to access to information of public character/freedom of information (Article 39, paragraph 2 of the Constitution) - concerning the Act on Access to Information of Public Character, adopted in March 2003 and substantially amended in July 2005. The Personal Data Protection Act provides for a special procedure for resolving those conflicts in proceedings before the Administrative Court of the Republic of Slovenia. 
On the governmental level it is currently considered to unite areas of personal data protection and access to information of public character in one body - the Information Commissioner. Therefore the current Inspectorate for Personal Data Protection of the Republic of Slovenia (the future State Supervisory Body for Personal Data Protection) and the current Commissioner for Access to Information of Public Character would be united in one institution. That institution would nevertheless be completely independent from the executive and legislative authority; its head would be appointed by the National Assembly of the Republic of Slovenia, upon the proposal of the President of the Republic. 

Jože BOGATAJ

Acting Chief Inspector for Personal Data Protection

and 

Jožef ŠANTAVEC, MSc, 
Senior Inspector for Personal Data Protection

� Decision of the Constitutional Court of Yugoslavia, Ref. No.: U 167/69, 17 March 1971.


� This Decision was adopted less than two years after the resolution of the Federal Constitutional Court of the Federal Republic of Germany in 1969 on the representative statistical census – the "Mikrozensus" Case (27 BverfGE 1, 16 July 1969), which was sort of a starting constitutional law precedent that "created" the legal foundations in the Federal Republic of Germany against unrestricted acquisition of personal data.


� Official Gazette of the SR Slovenia, No. 32/1989.


� CETS No.: 108.


� Decision of the Constitutional Court of the Republic of Slovenia, No. U-I-115/92, 24 December 1992. 


� Decision of the Constitutional Court of the Republic of Slovenia, No. U-I-238/99, 9 November 2000.


� Decision of the Constitutional Court of the Republic of Slovenia, No. U-I-69/99, 23 May 2002.


� Decision of the Constitutional Court of the Republic of Slovenia, No. U-I-92/01, 5 March 2002. 


� Judgment of the Supreme Court of the Republic of Slovenia, Ref. No.: I Ips 121/2000, 11 December 2002.


� Decision of the Constitutional Court of the Republic of Slovenia, No. U-I 60/03, 4 December 2003. 


� Official Gazette of the RS, No. 86/2004. 


� Official Gazette of the RS, Nos. 43/2004 and 86/2004.
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