2023

Annual
REPORT

SN Y-

I-I_-/' INFORMATION
' COMMISSIONER

® 012309730

™M gp.ip@ip-rs.si
& www.ip-rs.si



Introduction by the Information Commissioner

Dear Sir or Madam,

the year 2023 in the field of personal data protection was marked by the entry into force of the long-
awaited new Personal Data Protection Act. At the same time, it was a year of significant developments
in the evolution of European regulations on privacy and digitalization. Regarding access to public
information, 2023 was the year of Slovenia’s ratification of the Council of Europe’s Convention on
Access to Official Documents (Tromsg Convention). While this does not impose new obligations on
Slovenia, it represents a long-term commitment to furthering efforts for a more open and transparent
public sector. Despite exemplary legal regulation, the Slovenian public sector still faces significant
challenges, particularly as the number of complaints in this area, especially due to administrative
silence, increased significantly in the past year.

Forseveralyears, the totalnumber of complaints related to requests foraccess to publicinformation has
been rising (in 2023, the Information Commissioner received a total of 704 complaints). Additionally,
the number of reports and requests for initiating inspections in the field of personal data protection
remains high (a total of 1146), as does the number of cross-border cases in which the Information
Commissioner participates (270), and the number of complaints for exercising individuals’ data
protection rights (a total of 251). The Information Commissioner also received numerous requests
for opinions or clarifications in both areas. This reflects a high level of public awareness about the
existence of these constitutional rights while also highlighting the many challenges to their effective
implementation.

Compared to the previous year, entities obligated to provide access to public information were less
responsive to requests for information, resulting in a decline in transparency. Most complaints were
filed against state bodies, but the Information Commissioner also noted an increase in complaints
concerning municipalities. After several years of decline, complaints due to administrative silence
regrettably rose again. There was also an increase in complaints against business entities under the
dominant influence of entities of public law. Unfortunately, the Information Commissioner has also
observed an increasing number of individual cases of misuse of this right.

According to the Information Commissioner, the rise in complaints can partly be attributed to
the simplification of exercising the right to access public information, for which obligated entities
were unprepared. Additionally, staff changes and the replacement of public officials due to the
reorganization of the state administration have adversely affected the responsiveness of obligated
entities. Since access to public information is a vital tool for monitoring public administration in
a democratic society, the Information Commissioner once again urges obligated entities and the
Ministry of Public Administration to devote more attention to this area.

In 2023, to strengthen the area of access to public information, the Information Commissioner
provided 317 written responses to requests from obligated entities and answered 837 inquiries via
the telephone helpline. Practical cases are regularly published on the Information Commissioner’s
website.

In the field of personal data protection, the Information Commissioner focused in 2023 on the
challenges and novelties brought about by the new Personal Data Protection Act. While the Act
largely adheres to established solutions, it also introduces changes whose long-term sustainability
and compliance with EU regulations remain to be seen. Some procedural provisions of the new Act
are particularly unclear and pose numerous dilemmas in practice. At the same time, the Act enabled
the initiation of the first minor offense proceedings for violations of the General Data Protection
Regulation, specifically for offenses committed after January 26, 2023. Regarding inspection
procedures, the Information Commissioner finds that many reports are due to individuals’ inadequate
awareness of the legal basis for data processing and information about processing activities.

In 2023, the Information Commissioner also dedicated considerable attention to providing opinions
on significant new legislative proposals and associated impact assessments. In this context, the
Information Commissioner filed a request for a constitutional review of the Patient Rights Act,
particularly concerning the restriction of individuals’ rights. High-quality regulations are a prerequisite
for the existence of the right to privacy and data protection, especially regarding systematic data
collection and processing by the state. With digitalization, challenges in this area are multiplying
exponentially both in Slovenia and across the EU. It will therefore be crucial for the state to
strategically, wisely, and thoughtfully introduce and draft legislative solutions related to strengthening
the digitalization of state systems and implementing new EU regulations on societal digitalization,
such as the Data Governance Regulation and the Digital Services Act. These will be followed in
2024 and 2025 by the Artificial Intelligence Act, regulations related to digital financial operations, and
the European Health Data Space Regulation.

To facilitate the application of the new law and strengthen knowledge of data protection regulations,
the Information Commissioner provided advice to 2580 individuals and legal entities through written
opinions and telephone consultations in 2023. The Information Commissioner also conducted 73 pro
bono lectures. To this end, the Commissioner comprehensively updated the website’s content and
prepared numerous guidelines for obligated entities and individuals. Data protection officers (DPOs)
at obligated entities are key partners in raising awareness and ensuring effective data protection.
Consequently, the Information Commissioner focused on them as part of the European Data
Protection Board’s (EDPB) coordinated enforcement action. The action revealed that more attention
must be given to DPOs at both organizational and supervisory authority levels. The Information
Commissioner also contributed to the preparation of guidelines and recommendations drafted by
the EDPB, including on the technical scope of Article 5 of the ePrivacy Directive and Article 37 of the
Law Enforcement Data Protection Directive, as well as opinions in collaboration with the European
Data Protection Supervisor on EU legislative acts, such as the proposed regulation on the digital
euro.

Within the EDPB, the Information Commissioner responds to numerous and increasingly complex
EU-level data protection challenges, demonstrating that personal data protection is inseparable from
cross-border cooperation. Notable examples of cross-border supervisory outcomes include high
fines imposed for identified violations by major online platforms, issued under the EDPB’s binding
decisions. Cross-border supervisory cooperation and activities within the EDPB also represented a
significant portion of the Information Commissioner’s work in 2023, particularly concerning controllers
engaged in cross-border personal data processing. The Information Commissioner participated in
277 cross-border cooperation cases under Articles 60 and 61 of the GDPR, acting as the concerned
supervisory authority in 274 newly initiated cases and as the lead supervisory authority in 3 cases.
Additionally, the Information Commissioner initiated 18 cross-border cooperation cases based on
received reports or complaints.

The extensive challenges and legislative developments in the EU in 2023 indicate the trajectory and
pitfalls of privacy protection in the coming years. Even in the area of transparency, acquired rights
are no longer (and perhaps never were) self-evident, given the complexity of requirements and the
digital generation of information. In 2024, the new Information Commissioner will face significant
tasks. However, | am confident that, as before, the Information Commissioner will continue to protect
both constitutional rights effectively through efficient complaint and supervisory procedures, active
engagement with all stakeholders, and openness to individuals, businesses, and other organizations.
The excellent team of experts, who have demonstrated their professionalism and dedication to
safeguarding both constitutional rights over the past decade, is a critical guarantee of success.

Mojca Prelesnik,
Information Commissioner of.the Republic of Slovenia
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A brief overview of the activities in the data protection area in 2023

Personal Data Protection

The field of personal data protection in 2023 was marked by the entry into force of the new Personal
Data Protection Act (ZVOP-2), which, together with the General Data Protection Regulation (GDPR)
and the Personal Data Protection Act concerning the processing of criminal offences (ZVOPOKD),
constitutes a set of systemic regulations for personal data protection in Slovenia. Significant
developments also took place in the preparation and adoption of legislation in the fields of digital
business and artificial intelligence, all of which directly affect personal data protection.

ZVOP-2 entered into force on 26 January 2023. A key novelty in the area of supervision is the
supervisory procedures in which the Information Commissioner handles complaints submitted by
complainants with a special status. In these procedures, the Information Commissioner addresses
violations claimed by individuals who believe that the processing of personal data by controllers or
processors breaches the provisions of the GDPR, ZVOP-2, or other laws governing the processing
or protection of personal data.

In 2023, the Information Commissioner received 1146 reports or requests to initiate inspection
procedures and 251 complaints from complainants with special status under Article 77 of the GDPR
and Article 30 of ZVOP-2 due to violations of individuals’ rights. Of these, 130 complaints were filed
due to suspected unlawful processing of the complainant’s personal data, and 121 due to suspected
infringements of the complainant’s rights. Specifically, 75 complaints related to the right of access
to personal data, 41 to the right to erasure, 4 to the right to rectification, and 1 to the right to object.
Additionally, the Information Commissioner received 9complaints against controllers for violations
of rights under ZVOPOKD, 14 complaints concerning breaches of patients’ rights under Article 41
of the Patient Rights Act (ZPacP), and 12 complaints under Article 42 of ZPacP. The Information
Commissioner also participated in 270 inspection procedures as a concerned supervisory authority
under Article 60 of the GDPR (cross-border cooperation procedures).

Under paragraph four of Article 41 of ZVOP-2, the Information Commissioner was granted
competence to decide on appeals from applicants whose requests for access to personal data
from official records or public registers were denied by controllers. In 2023, 4such appeals were
handled. In addition to the aforementioned reports and complaints, the Information Commissioner
received 7cases of unlawful disclosure or other unauthorised processing of patients’ personal data
under Article 46 of ZPacP, and 183 official notifications of personal data security breaches. These
notifications were submitted by controllers under Article 33 of the GDPR.

The reasons for submitting inspection requests in 2023 remained similar to previous years. Most
reports were filed due to the unlawful disclosure and transfer of personal data to unauthorised
persons, video surveillance, the use of personal data for direct marketing purposes, unlawful or
excessive collection of personal data, unauthorised access to personal data records, and inadequate
personal data security measures. Many complaints concerned video surveillance carried out by
individuals who installed cameras on their properties. In such cases, it is generally considered that
individuals conduct video surveillance exclusively for their own, domestic purposes, and the GDPR
(on which the Information Commissioner’s competence depends) does not apply unless individuals
conduct video surveillance in connection with professional or commercial activities, record public
spaces, unlawfully share recordings with third parties, or publish them online.

It can also be concluded that many reports are submitted due to misunderstandings of the GDPR
provisions. Controllers are often at fault for failing to provide individuals with the necessary information
when collecting or obtaining personal data, as required by Articles 13 and 14 of the GDPR. Despite
raising awareness among controllers and publishing templates of such notifications on its website,

insufficient communication with individuals remains one of the most frequently identified violations.

Similarly, in 2023, the majority of official notifications of personal data breaches related to the unlawful
disclosure or transfer of personal data to unauthorised or incorrect recipients, unauthorised access
to personal data due to software errors or abuse of authorisations by employees, and loss or theft
of personal data carriers. Recently, there has been an increase in notifications of breaches caused
by cyberattacks or ransomware infiltrations into information systems.

In 2023, the Information Commissioner conducted regular and systematic inspection supervisions to
verify the lawfulness of personal data processing, compliance with general data processing principles,
adequacy of procedures and measures for ensuring personal data security, and compliance with
GDPR provisions regarding informing individuals about processing, contractual data processing,
and maintaining processing records. These inspections also examined the lawfulness of video
surveillance in workplaces and the related legality of direct monitoring via cameras.

To help individuals and controllers better understand the changes introduced by ZVOP-2 and the
relationships between the various key regulations governing personal data protection, the Information
Commissioner undertook a comprehensive content update of its website. It also published updated
guidelines for property managers of multi-apartment buildings, guidelines on the use of cookies and
similar tracking technologies, video surveillance guidelines, event organiser guidelines, biometric
guidelines under ZVOP-2, and guidelines on the transfer of personal data to third countries and
international organisations.

The Information Commissioner was also actively involved in the preparation of personal data
protection legislation, issuing 93 opinions on proposed regulations and 13 opinions on legislative
impact assessments, which mostly followed a methodology developed by the Commissioner for
this purpose. The Commissioner observes a particular need to raise awareness about the purpose
and obligation of preparing data protection impact assessments (DPIAs) for legislation, as required
under paragraph three of Article 24 of ZVOP-2. The purpose of the legislative impact assessment is
to consider, before drafting the final text of the law, how to appropriately incorporate the fundamental
principles of personal data protection. To assist controllers, the Commissioner prepared an infographic
explaining the purpose and process of preparing such assessments. It is estimated that legislative
impact assessments contribute positively to addressing risks in a timely manner and, consequently,
to the quality of legislation.

In addition to legislative impact assessments, ZVOP-2 imposes further obligations regarding the
assessment of processing logs (Articles 22 and 24 of ZVOP-2), the processing of personal data for
research purposes (Article 69), road traffic video surveillance (Article 80), and the linking of personal
data records (Article 87).

The adoption of ZVOP-2 also significantly advanced the area of certification and related accreditation
under the GDPR, which was not possible before. Under ZVOP-2, the accreditation of certification
bodies (certification organisations) will be carried out by Slovenian Accreditation, with additional
accreditation criteria specified by the Information Commissioner. Atthe end of 2023, the Commissioner
prepared these criteria and submitted them to the European Data Protection Board (EDPB) for an
opinion, and published a specific infographic on the website to clarify the relevant procedures.

Data Protection Officers (DPOs) are key interlocutors of the Information Commissioner, playing
a crucial role in ensuring accountability and compliance. In 2023, the InformationCommissioner
focused on DPOs as part of the first Coordinated Enforcement Framework (CEF) of the EDPB,
inviting all DPOs listed with the Commissioner to complete a coordinated questionnaire. The analysis
revealed the need for greater attention to issues such as whether DPOs are adequately supported
and trained, whether they fulfil their roles in monitoring, advising, and raising awareness, and



whether they face potential conflicts of interest due to other tasks. Consequently, the Commissioner
strengthened cooperation with DPOs and organised a meeting at the end of 2023 with all DPOs
from ministries, which are key to ensuring effective data protection due to their management of large
personal data records and legislative preparation.

Interms of compliance and prevention, the Information Commissionerhas developed acomprehensive
range of tools and instruments over the years to influence awareness and legal compliance. These
include guidelines, infographics, opinions, public notifications via its website, social media, and
newsletters, cooperation with partner organisations, data protection awards, free lectures, and
participation in relevant conferences. In 2023, the Commissioner provided 1011 written opinions,
1569 telephone consultations, and conducted 73 pro bono lectures.

The Information Commissioner also actively participates in various EDPB working groups,
contributing to the development of key guidelines, recommendations, and decisions regarding
personal data protection. In 2023, its representatives participated in 11 regular expert subgroups,
12 special task forces and coordination groups, and 15 plenary meetings, attending a total of 147
meetings. The EDPB contributed to the interpretation of numerous GDPR provisions with guidelines
and recommendations, such as the technical scope of Article 5 of the ePrivacy Directive and Article
37 of the Law Enforcement Data Protection Directive.

At the EU level, 2023 was marked by the adoption and preparation of key European acts in the
fields of digital business and artificial intelligence, such as the Data Governance Regulation, the
Digital Services Act, the Artificial Intelligence Act, regulations related to the digitalisation of financial
operations, and the European Health Data Space Regulation. The Information Commissioner already
gained new competencies in these areas, which are expected to expand further with the adoption of
new acts, reflecting regulatory approaches in other EU Member States. In 2023, the Commissioner
actively participated as an EDPB member, including advising the European Commission on data
protection issues and preparing European regulations. For example, the EDPB issued an opinion
on the draft EU-US Data Privacy Framework adequacy decision, raising concerns about the
implementation of individual rights. Along with the European Data Protection Supervisor, the EDPB
prepared an opinion on the proposed Digital Euro Regulation, highlighting data protection aspects
and offering recommendations, such as ensuring individuals always have a choice between using
the digital euro or cash. The EDPB also issued an opinion on additional cross-border procedural
rules for GDPR enforcement and compliance certification mechanisms.

Meetings and cooperation among supervisory authorities within the EDPB are essential to ensure the
consistent implementation of the GDPR across the EU and effective supervision of data protection.
The EDPB adopted a statement on closer cooperation between supervisory authorities in strategic
enforcement cases. To enhance cooperation, the EDPB established a Support Pool of Experts to
provide substantive support to its members during inspections. The EDPB also launched a new
ChatGPT working group to coordinate compliance issues for this generative Al provider with the
GDPR.



2023 IN NUMBERS

O O
200

48 2.674.238,00

employees EUR budget

Data protection

183 A
686 O Data breach notifications -b 704
Inspection supervision Complaints

procedures
Ik ..2
Opinions regarding DPIA A
389
3340 Issued decisions

Data protection officers

Q

A
b 11
Minor offense procedures
E

1071

Issued written opinions

Notices regarding administrative
1 569 3 & silence of the bodies
Clarifications by phone Privacy sweeps
v

o/

274 39
277 In camera procedures
One-stop-shop cross-border

Article 56 procedures on
cooperation procedures

determening the lead
supervisory authority

47 slula 73 days
ﬁ _ Average time to conclude
Article 61 Mutual a procedure
assistance procedures

Y 317
Written requests for clarifications

I X 6 251
New guidelines Complaints regarding
Article 77 GDPR
®
1 o 8a 78
Infographic ab

Lectures

Oplnlons on Ieglslatlve
acts



